


• Introduction to the CIRAT

• Infrastructure of the CIRAT

• Watch Program

• Business Intelligence and Innovation Lab (BI2)

• Innovation Entente Lab (IEL)

• Intelligence Fusion Lab (IFL)

• Questions
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https://www.nsa.gov/Press-Room/News-Highlights/Article/Article/3302922/nsas-national-security-operations-center-celebrates-50-years-of-247-operations/
https://www.nsa.gov/Press-Room/News-Highlights/Article/Article/3302922/nsas-national-security-operations-center-celebrates-50-years-of-247-operations/
https://www.fbi.gov/about/leadership-and-structure/intelligence/sioc
https://www.policechiefmagazine.org/integrated-intelligence-for-public-safety/
https://www.in.gov/dhs/emergency-management-and-preparedness/eoc-operations/
https://www.floridadisaster.org/dem/response/operations/state-watch-office/
https://kitchener.citynews.ca/2021/01/14/coast-guards-marine-watch-desk-reports-sightings-in-real-time-to-protect-bc-orcas-3262202/
https://kitchener.citynews.ca/2021/01/14/coast-guards-marine-watch-desk-reports-sightings-in-real-time-to-protect-bc-orcas-3262202/


•

•

•

•

•

•

•

•

https://www.microsoft.com/en-us/security/business/security-101/what-is-a-security-operations-center-soc
https://www.microsoft.com/en-us/security/business/security-101/what-is-a-security-operations-center-soc
https://www.ibm.com/topics/security-operations-center
https://www.ibm.com/topics/security-operations-center
https://www.securitymagazine.com/articles/97337-how-to-build-a-security-operations-center-on-a-budget
https://www.securitymagazine.com/articles/97337-how-to-build-a-security-operations-center-on-a-budget
https://www.esri.com/about/newsroom/publications/wherenext/new-corporate-security-techniques/






• Lab Purpose and Overview

• Lab Processes
• Bottom Up

• Top Down

• Tools
• Rover

• Recorded Future

• Product Examples
• Risk Rating Matrix



The Business Intelligence and Innovation Laboratory (BI2) exists to advance further the understanding and use 
of open-source intelligence (OSINT) and business information analysis in the private sector, including its value, 
capabilities, and tools. It will provide security leaders with real-time and predictive information to help their 
business partners and executives make more informed business decisions. 

• The lab’s mission is to help build an understanding of the value of intelligence and information analysis 
for the private sector, similar to the capabilities available to the public sector.

• Because there is abundant information to track and analyze, it can be difficult for private-sector security 
practitioners to identify actionable information. The Lab will create and leverage tools that assist the 
private sector in identifying relevant information and allow businesses to draw actionable conclusions 
and make evidence-based risk decisions.

The goal of the Lab is to empower corporate security practitioners and their executives to ingest 
information more quickly by breaking it down to a manageable and actionable level—without increasing 
their staff.
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• Lab outputs/results will help corporate security practitioners effectively 
communicate findings to executive leadership, helping them make better decisions.

•  creates innovative processes, strategies, solutions, and tools that answer the 
challenges of new and changing operational environments.
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• Supply chain analysis use

• The key with generative AI being the analyst's ability to ask the 
correct questions to the AI.

• The goal of this tool being to streamline our analyst's work flows and 
speed of production.

• Beginning of the intelligence Cycle



• Collaborative Culture

• Weekly sync meetings 
• Questions about methodology

• Creative solutions 

• Review other analyst products and  analysis

•  Analysts work independently or in small teams
• Create products and briefing material
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The BI2 has built an internal risk rating chart that supports their reports and decision-making processes.

This was created specifically by the BI2 to have a lab-wide standard for rating the likelihood of events.

Risk rating is built to look at the issue from a CSO perspective.

Criticality

10 1 2 3 4 5 6 7 8 9 10

9 1 2 3 4 5 6 7 8 9 9

8 1 2 3 4 5 6 7 8 8 8

7 1 2 3 4 5 6 7 7 7 7

6 1 2 3 4 5 6 6 6 6 6

5 1 2 3 4 5 5 5 5 5 5

4 1 2 3 4 4 4 4 4 4 4

3 1 2 3 3 3 3 3 3 3 3

2 1 2 2 2 2 2 2 2 2 2

1 1 1 1 1 1 1 1 1 1 1

1 2 3 4 5 6 7 8 9 10Probability



Example: Due to the Israel and Hamas conflict two Israeli ports, Ashdod and Ashkelon, are at risk of closure. 
The port of Ashdod is facing a likely closure in coming weeks and the port of Ashkelon has already 
announced a closure for the foreseeable future. The closure of said ports would cause a negative effect on 
not only Israel’s economy, but also the economy of Germany, India, the Netherlands, Switzerland, China, and 
the United States, their biggest trade partners.

The supply chain also faces disruptions as backups at port and a shortage of truck drivers lead to an overflow 
of products sitting in port. This is likely to affect multiple sectors including oil and petroleum supply, bromine 
and potash, fertilizer, technology, pharmaceuticals, and textiles.

Criticality
10 1 2 3 4 5 6 7 8 9 10

9 1 2 3 4 5 6 7 8 9 9

8 1 2 3 4 5 6 7 8 8 8

7 1 2 3 4 5 6 7 7 7 7

6 1 2 3 4 5 6 6 6 6 6

5 1 2 3 4 5 5 5 5 5 5

4 1 2 3 4 4 4 4 4 4 4

3 1 2 3 3 3 3 3 3 3 3

2 1 2 2 2 2 2 2 2 2 2

1 1 1 1 1 1 1 1 1 1 1

1 2 3 4 5 6 7 8 9 10Probability
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Regenesis Erie_Final Doc.pdf
Final Product_Adventures Erie.pdf
Your Sailing Adventure.pdf
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OPEN-SOURCE INTELLIGENCE COLLECTION PLAN (U)

1. (U) PLAN IDENTIFICATION DATA:

a. (U) NAME: 5-Star Border Security

b. (U) ORIGINATING ORGANIZATION: RIAP 121 OSINT

c. (U) DATE AND PERIOD OF COLLECTION: [2.22.24 - 4.29.24]

d. (XX) TARGET: US/Mexico Border Migration Issue: US and Mexico Government Relations

- Causations and consequences of Southern Border Migration

2. (U) OPERATIONAL DATA:

a. (U) INTELLIGENCE REQUIREMENT:

1) Where are migrants coming from and why?

2) What is the diplomatic situation currently between the United States and Mexico 

concerning the border?

3) Where are migrants crossing the border at the highest frequencies?

4) What is the effect of illegal immigrants on US National Security?

B. (U) JUSTIFICATION/BACKGROUND: This research will be completed to fulfill the 

Practical Exercises for OSINT 121 requirements to further the team’s application of the 

tools and techniques introduced.

c. (U) PROPOSED TTP:

1) Discuss procedures and processes, then equally distribute tasks and 

responsibilities

2) Construct a structured timeline

3) Synthesize a collection plan, risk assessment form, and source log

4) Generate a key words list

5) Translate the key words list into the intended language (Spanish)

6) Develop a managed attribution plan

a. Invent a point of presence that will appear standard on the targeted website 

utilizing websites such as SimilarWeb

b. Research the typical user’s appearance on the targeted website to blend in 

with expected behavior

c. Utilize Authentic8’s Silo and Toolbox to reduce topical risk

d.  Employ the 4+4 rule during ingress and egress to the targeted website

e.  Keep cookies on and follow common website patterns

7) Perform and collect research utilizing our managed attribution plan in order to 

mitigate technical and topical risks

8) Re-adjust key words for a more refined search

9) Take screenshots of research in order to collect it

10)Save any screenshots or websites in the Authentic8 Cloud Storage

11)Produce a product answering the intelligence requirements utilizing the 

research collected and thus disseminate the information

d. (U) RISK: **attached risk assessment sheet

e. (U) PROPOSED SPECIAL COLLECTION TECHNIQUES / PROCEDURES (IAW DODM 

5240.01):

- Authentic8’s TOR network utilized for Dark Web research and collection

f. (U) COORDINATION:

Brian Fuller  - access to OSINT tools 

Phone number: 814-824-2324

E-mail: bfuller@mercyhurst.edu

Gianfranco Machado – access to OSINT tools 

E-mail:  gmacha91@lakers.mercyhurst.edu

g. (U) ADDITIONAL RESOURCES REQUIREMENTS: {If needed.} 

CLASSIFIED: WHEN FILLED IN

OPEN SOURCE INTELLIGENCE COLLECTION PLAN 

UNIT:

DATE

5. (U) Approval:

a. (U) AUTHORITY TO CONDUCT ACTIVITY: Professor Brian Fuller

b. (U) Approved by  {Date} 

(Approving Authority)

mailto:bfuller@mercyhurst.edu
mailto:gmacha91@lakers.mercyhurst.edu
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ontrols & make decisions

DD FORM 2977, JAN 2014

DELIBERATE RISK ASSESSMENT WORKSHEET

1. MISSION/TASK DESCRIPTION

Iran's growing influence in Latin America

2. DATE (DD/MM/YYYY)

02/04/2024

3. PREPARED BY

a. Name (Last, First, Middle Initial)

C Boden, K Ralph, F Garrett, H Kassidy, M Colin, W Abigail

b. Rank/Grade

Students

c. Duty Title/Position

Open Source Intelligence Analysts

d. Unit

Veritas Letalis

e. Work Email

gfitzg98@lakers.mercyhurst.edu

f. Telephone (DSN/Commercial (Include Area Code))

g. UIC/CIN (as required)

OSINT 121-01

h. Training Support/Lesson Plan or OPORD (as 

required)

i. Signature of Preparer

Five steps of Risk Management: (1) Identify the hazards (2) Assess the hazards (3) Develop c

(4) Implement controls (5) Supervise and evaluate (Step 

numbers not equal to numbered items on form)

4. 

SUBTASK/SUBST

EP OF 

MISSION/TASK

5. HAZARD
6. 

INITI
AL 

RISK 
LEVE

L

7. CONTROL
8. HOW TO 

IMPLEMENT/ 

WHO WILL 

IMPLEMENT

9. 

RESIDUAL 

RISK 

LEVEL

Identify key countries,

organizations, and other 

actors that are involved.

Failure to identify internal and

external actors that are involved 

in the topic can hinder the 

development and execution of 

effective strategies.

M

Conduct thorough research and

collection of information on key 

actors involved.

How:

Keywords, Recorded Future

Who:

Veritas Letalis

L

Objectives of internal

and external actors that 

are involved.

Failure to undertsand the

objectives and intentions of key 

actors can hinder the development 

and execution of effective
sAtrcacteesgsiiensg foreign domains

M

Consistently monitor the activities

of external and internal actors that 

are involved in order to understand 

their true intentions.

How:
Keywords, Recorded Future

Who:

Veritas Letalis

M

Collection of foreign

websites and 

social media

without a proper MA plan can be 

a topical risk and overall threat to 

our product.
EH

Develop a proper MA plan and use

A8 for any foreign websites found 

on BabelStreet that should be 

further explored. (target websites)

How:
Keywords, BabelStreet, MA plan, A8

Who:

Veritas Letalis

H

Predict potential future

actions by key actors 

along with the impact 

and implications.

Failure to predict potential

outcomes could result in missed 

opportunities for taking 

appropriate action.

H

Develop appropriate response and

backup plans to adapt to actions 

conducted by key actors.

How:

Keywords, Recorded Future, A8, I2

Who:

Veritas Letalis

M

How:

Who:

Additional entries for items 5 through 9 are provided on page 2.

10. OVERALL RESIDUAL RISK LEVEL (All controls implemented):

EXTREMELY 

HIGH HIGH MEDIUM

 LOW

11. OVERALL SUPERVISION PLAN AND RECOMMENDED COURSE OF ACTION

When it comes to using Authentic 8 to conduct further research on targeted foreign websites, regularly check with all analysts on the team to

ensure that they are correctly conducting manage attribution and are using a well-developed trail when ingressing and egressing target websites of the 

AOR to avoid suspicion and detection.

12. APPROVAL OR DISAPPROVAL OF MISSION OR TASK APPROVE DISAPPROVE

a. Name (Last, First, Middle Initial)

Fuller, Brian

b. Rank/Grade c. Duty Title/Position

OSINT Instructor

d. Signature of Approval Authority

e. Additional Guidance:

Page 1 of 2 Pages

Adobe Professional X

mailto:gfitzg98@lakers.mercyhurst.edu
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secenergy.pdf
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*Tipping and cueing is a technique that uses  monitoring platforms to identify and track changes or updates
to situations or activities, then communicate (Tipping) these updates or changes to key stakeholders for 
directing further (Cue) collection and analysis.
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•  SOP Overview

•  Managed attribution tools

•  Databases

• Search engines  

•  Generate AI 
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• near real-time 
developments on Geopolitical, economic, 
and social issues.
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